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1. Burpose

This directive outlines policies and responsibilities sad prascribes
procsdures for the management of the Office of Surface Mining

Raclasmation snd Raforcement (OSMRE) COALEX access security. COALEX
Accass security applies to all OSMRE waits énd their esployess and
to the personnel of contractors providing.inforsation rescurece
support to tha agency.

2. Dafintcions.

8. COALEX Data Base. The automated lugal research/litigation
support data base composed of surface mining related regulations,
statutes and additionsl materials purchased by OSMRE for its
exclusive use from Mead Dsca Cemtral. '

b. ID Mumber. The i{destification aumber assigned to s specific
OSMRE eaployee or contractor for his/her exclusive usa for the
purpose of sccessing COALEX snd other Mesd Data systems for the
¢onduct of OSMRE business.” The ID mumber provides the first level
of data base sescurity. )

c. Passvord. The code word that allows an authorized OSMRE
user to accass the COALEX data bass. The passvord provides tha
second level of data base sacurity.

d. User. The OSMRE employee or comtractor who has been
suthorised by his/her Supervisor/Macager snd the COALEX Data Base -
Aduinistrator to possess an ID number and the COALEX password for
the purpose of conducting OSMRE related ressarch in COALEX gnd
related Mead Data systems.

3. Poli ocedurs

8. Policy. The purposs of the progras is to pretect the COALEY
dats base against improper wse, uaauthorised sceess and disclosure,
and to prevent westa, sbuse and fraud inm the access of COALEY end -
other Mead Data systems.

b. hlnuzbﬂ;g;n.

. ‘(1) The Assistant Director, Pr an Pe-l ey, is
responsible for overseeing OSMRE's comp ces wit

Departmental /ONME policies pertaining to COALEX sccess security.



(2 The Chief, Divis{ion of Regulatory Pro rams, in
conjunction with the COALEX Data Base Administrator, i{s responsible -
for devaloping and implenenting programs to control access to COALEX
and other Mead Data OSMRE related services; maintaining records of
active/cancelled ID numbers; assigning ID numbers; cpncelling ID
nunbers upon notification by the Supervisor/Manager: changing the
system password; praviding or arranging for system training; and
conducting periodic reviews to assure that all access to the systen
{s authorized and that users are appropriately trained.

(3) The OSMRE and Contract Supervisors and Managers are

" responsible for assuring that ISM ADP security clearance procedures.
are followed prior to requesting system access for any employee:
assuring that employees receive an adequate level of training at the
time that ID numbers are issued; requesting assignment of ID
numbers; requesting cancellation of ID numbers for reassigned or
departing employees; and assuring that security policies for
accessing COALEX and other OSMRE related Mead Data services are
adhered to for those employees under their coantrol.

] (4) The ugers of COALEX are responsible for complying

with all security requirements pertaining to COALEX and are

directly accountable for all activities performed and all costs

incurred under user 1D numbers/passwords which have been assigned

to them for the use of COALEX and related Maad Data systems. Users

are responsible for logging off the systeam immediately upon

completing thair research. No research may be performed on an ID ~
number except by the person to whom the ID 1is {ssued. All
activities of active users appear on aonthly invoices which are
revieved by the COALEX Data Base Administrator. All research must
be related to the conduct of OSMRE business. User ID numbers and
passvords should ‘not be revealed to anyone other than the person to
vhom the number is assigned. Users are responsible for izmediately
notifying their Supervisor/Manager if the user suspects or has
evidence that his/her ID number or the system password has been
compromised.

¢. Procedures.

(1) ID Numbers: Issuance and Cancellation.. To obtain or
cancel user ID numbers, Supervisors/Managers submit to the COALEX
Data Base Administrator a written request which includes the name
and currant location of the user, the user's current ID nutber, if
any, and the sction to be taken. Cancellation requests for
reassigned employees must be made within two weeks of the effective
date of reassignment. Cancellation requests for departing employees
sust be made on or before the effective date of the eaployee's
departure. Supervisors/Managers must {omediately notify the Data
Base Administrator {f they suspect or have evidence that a user ID
aumber or the system password has been compromised.




(2) Training. Supervisors/Managers address requests for
on-site COALEX training to the Chief, Division of Regulatory
Prograzs. Requests for data base assistance are addressed by users

. to the COALEX Data Base Administracor. Supervisors/Managers address

inquiries regarding the availability of Introductory LEXIS training
by Mead Data representatives to the COALEX Data Base Administrator.
To obtain authorization for LEXIS training, Supervisors/Managers
submit a written request to the COALEX Data Base Administrator which
includes the name and location of the user, the user's curreat ID
nunber, if any, and the desired training date.

{(3) Password Changes. The COALEX paosuora is changed
periodically by the COALEX Data Base Administrator to ensure access
security. The password is also changed as soon as possible if the

. data base aduministracor believes the password was compromised. The

COALEX Data Base Administrator will notify Supervisors/Managers of
details pertinent to password changes. Supervisors/Managers will
notify employees of password changes orally, or in writing using the
“Special Attention” mail procedures. ) ‘

(4) System Security Reviews. To ensurs COALEX access
security, the Chief, Division of Regulatory Programs, periodically
will request Supervisors/Managers to review listings of all users
wvith current ID numbers.-

' .ngorting Requirenments. None. .

S. References. None.

6. Effect on Other Dacuments. None.

7. Effective Date. Upon issuance.

8. Contact. Division of Regulatory Programs, (202) 343-5361.
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